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This suppémert implements AFI 31-210,TheAir Force Antierrorism/Force Rotection (AT/FP) Pro-
gram Sandads, 1 August 1999.1t expands on the guida@t the Air Force instruction, delin@tesspe-
cific respnsibilities, and applies to all orgamationswithin AFMC to include government-owned,
contactor-operatedGOCO) facilities. It does nbapply to USAir Force Reserver National Gued units.
The terms “must “shall,” and “will” denote mandaty actionsin thissupplement.Send comments and
suggeded improvements an AF Form 847, Recommendation for Change of Publication, through unit
force protection channels to HQ AFI@/SFO, Building 266Room N208,4225 LogisticsAvenue, Wright
Patterson AFB OH 4543-5760.

SUMMARY OF REVISIONS

This documenis substantiall revisedand mustbe competely reviewed.
AFI 31-210,1 August 1999, issupplemented asfollows:

1.6. AFMC Installation/Site commarders are respwible forthe AT/FP program atther respective
installation or site.

1.8.(Added) Opeations Security (OPSEC). The goal oOPEC is o control iformatian and observable
actions aboufriendly force capabilitiedimitations, ad intentionsso asto prevemor contol theirexploi-
tationby anadversary. OPEC must be inorporated hroughout the entird T/FP program.Air Force
OPSEC polcy can be foundn AFI 10-1101 and the AFMC Supplement thereto.

3.1.1.1. HQ AFMC/SF is the ®R and action agency for AFMC AT/FP matters and policy. In addition,
SF chairsthe Force Ratection Working Group(FPWG) and pvides a team leader and tiayce protec-
tion specialists b the Headquarters Vulnerdiby Assesmert Team(AFMC VAT).
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3.1.1.2. (Added) AFMC/CC will establish a HQ AFMC Force Protection Senior Steering Group
(FPSSG) chaired by AFMC/CV. The FPSSG is the AFMC body responsible for ensuring integration of
security disciplines, Infrastructure Assurance, and Information Assurance to produce an effective FP pro-
gram. The FPSSG combines all Force Protection stakeholders into one comprehensive decision-making
body to better support AFMC'’s Force Protection efforts. The Installations and Support Chief Operating
Officer (AFMC/CE) is the lead organization for FPSSG meetings and action items. The FPSSG is com-
prised of selected leaders, in the grade of 0-6 or above, who have decision authority, representing CE, DO,
IG, IN, JA, AFOSI, SC, SF, SG, FM, LG, DP, IA, and XP.

3.1.1.3. (Added) HQ AFMC/SF will establish a FPWG consisting of representatives from CE, DO, IG,
IN, JA, AFOSI, SC, SF, SG, and XP. Additional headquarters and/or functional representatives may par-
ticipate in FPWG proceedings as required. The FPWG is charged with the overall effectiveness of the
command's force protection program to include tracking terrorist capabilities and disseminating threat
information. SF will serve as Chairperson of the FPWG. Within the FPWG, AFOSI, IN and SF make up
the Threat Working Group and are responsible for assessing threat information.

3.1.3. HQ AFMC/SG will provide a fully qualified operation readiness specialist to support the Head-
quarters AFMC VAT. Provide core members to the Headquarters FPSSG and FPWG with medical and
WMD expertise as required.

3.1.5. HQ AFMC/DO provides a core member to the Headquarters FPWG with operational expertise as
required.

3.1.5.1. HQ AFMCI/IN provides core members to the Headquarters FPSSG and FPWG with international
terrorism expertise as required.

3.1.6. AFMC Public Affairs Offices will encourage the use of all available internal information resources

to support DoD-directed briefings and training. Such resources include, but are not limited to, installation
bulletin boards, official publications, commercial enterprise newspapers, internal computer Local Area
Networks (LAN) and installation television assets such as the Commander's Access Channel. Prepare a
generic news release applicable to terrorist incidents in concert with the installation commander. Estab-
lish and maintain liaison with local media.

3.1.7. HQ AFMC/JA provides core members to the Headquarters FPSSG and FPWG to provide legal
expertise as required.

3.1.8. AFOSI (1 FIR) will provide a fully qualified terrorist options specialist to support the Headquarters
AFMC VAT. Provide core members to the Headquarters FPSSG and FPWG to provide counterintelli-
gence expertise as required.

3.1.9. HQ AFMCI/LG provides a core member to the Headquarters FPSSG to provide logistical expertise
as required.

3.1.10. HQ AFMC/CE provides fully qualified structural and infrastructure engineers to support the
Headquarters AFMC VAT. Be the lead organization for the Headquarters FPSSG and provide core mem-
bers to the Headquarters FPSSG and FPWG with civil engineering and WMD expertise as required.

3.1.12. (Added) HQ AFMC/XP provides core members to the Headquarters FPSSG and FPWG with
plans expertise as required.

3.1.13. (Added) HQ AFMC/DP provides a core member to the Headquarters FPSSG with personnel
expertise as required.



AFl 31-210_AMCS1 21 Javary 2000 3

3.1.14. (Added) HQ AFMC/FM providesa core membe to the Headjuarters APSSG with financial
expertse asrequired.

3.1.15. (Added) HQ AFMCI/IG provides ore members to the Headquarters PSSG and FPWG with
force potection inspection expertise as reqed.

3.1.16. (Added) HQ AFMC/SC provides core members to the Headquarters FPSSGand FPWG with
informatian assurance expertise as recpd.

3.1.17. (Added HQ AFMC/SE provides aore member to the Headquarters BBSwith sdety expertise
asrequired.

3.2.3. Installation/Site Commanders Wiprovide HQ AFMC/SF a copy 6 their supplemenwithin 120
daysfrom thedate & this supplement.

3.2.4. Irstallation/Site Commanders nsil budget fo force protection requirementsrihg the Program
Objective Memorandum (POM) pross.

3.31. Commandas and directorate heads are resgua for the implementation of DoD AFP policies
within their aganization.The term "Commaners" refers to thee individuals in the cin of command
from AFMC/CC down to the installation/site/unit levébr pemanert and temporary opetionsor loca-
tions. Each unt commander, tenart unit agercy chief or commarder, orequivalert staff agency chief
resporsible for protection level resources must ersure their AT/FP program mets Air Force ad DoD
protection criteria.

3.31.1.(Added) HQ AFMCJA determined GQCOs (Air Force Pants) are not installatioa However, as
a metter of policy, GOCOs must implementan AT/FP prgram to comlat the lo@l terrorist threat and
supportthe US Air Farce AT/FP prgram. ASC/CC will emure a dayto-day, contingency and wartime
AT/FP progam is establised for all GOCOs tilored to the local missigiisOCO organiational infra-
structure, conditions theterrorist threat and the national secuity envronment Since thisis a new
requirement, ASC/CC shall presdrthe wilored GOCO AT/FP program to theFPSSG witln 180 days
from chte of publicatio of thissupplement.

3.3.4.1. Installation-wick antiterrorism exercises (bok operational and commeipaost) will be conducted
semiannually, as a minimunConducting and ealuating thes exercises together may fililthis require-
ment. The exercies will be tsed to test and evaluatéhe installation'sbility to respord to theloca ter-

rorist threat. Exerciseswill test abroad angeof required THREATCON actions specifi ed within the

instalation's local plans and may be combined with other base eerases such as a MARE, BROKEN

ARROW, etc.

3.3.4.2. Imidents of errorism and crimewill gererate exterral media interest. In resporse toqueries
concerning a patle orreal tarorist threat at a particular activity, gtallation, or commurny, the com-
mander may eknowledge thaincreased security mesures have be@ or will be talen without going into
speific detailsregardirg the meauresbeing taken.In otherwords, it may be appropate aml operation-
ally sound to aknowledge the dovious. For example, increased security measures sich as additional
guards & the gate ad/or more stingentidenification checks e usudly obviousto the pubic, and
acknowledgement ay serve tosend a paitive message of inceasel readiness. Commanders must egr-
cise care andrpdent judgemaerin any discgsion d these oother securit measures o preclude reveal-
ing tactics ad techniques thzan adersary coutl explat. Practice goa operationsecurity (OFSEC).
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3.4.5. Installation/Site Commanders will ensure all agreements for local emergency support; e.g., fire,
police, medical, etc., are formally coordinated for their installations/sites. Review of agreements is a part
of the FP vulnerability assessment process.

3.5.2. Commanders may use existing plans to implement AT/FP programs. Plans shall address areas out-
lined in DoD Standard 2 as supplemented, and include these additional areas to meet security require-
ments (note: this list is not all inclusive): detail media control during terrorist incidents, detail
THREATCON procedures and identify a means to rapidly advise all units of THREATCON changes, and
must incorporate all DoD elements and personnel for whom the installation/activity has force protection
responsibility. Commanders are encouraged to consider use of the installation-planing template in devel-
oping/revising their installation plans. This template is available to downloadhttp://
nmcc20a.smil.mi~dj3cleap/j34.htr.|

3.6.3. HQ AFMC/SF schedules JSIVA, AF and AFMC vulnerability assessments of AFMC installations
and sites through HQ AF/XOFP. The schedule will be coordinated with the HQ AFMC/IG Gatekeeper
and the respective installation /site commander.

3.6.3.1. (Added) Installation/Site Commanders must fix AT/FP vulnerabilities identified during DoD
Standards 6 and 14 vulnerability assessments; especially those that are procedural or low cost and would
improve the AT/FP posture. Conversely, high cost improvements must be reviewed in context with threat
and risk assessment; planned for, and programmed.

3.6.5. HQ AFMC will conduct independent vulnerability assessments of AFMC installation/sites in addi-
tion to those conducted by the AF team and the JSIVA. VAs must ensure all tenant organizations (on the
installation/site or remote but administratively attached) are integrated into the force protection plan and
afforded the same level of FP support as AFMC units. AFMC vulnerability assessments are not required
to physically assess every single activity on the installation, but instead must assess an appropriate num-
ber that will indicate a prudent level of FP is in place for the entire installation/site.

3.6.5.1. (Added) AFMC VAT composition may vary based on the type of site or installation being
assessed. The assessment team shall consist of a team chief (SF lead), force protection specialist (two),
structural engineer, infrastructure engineer, operational readiness specialist and a terrorist options special-
ist. Other functional experts may augment the team as needed. Augmentation will depend on type of
assessment required, the nature of the installation's/site's mission, the terrorist threat level, and the
THREATCON. Assessments may require expertise in preventive medicine, linguistics, chemical/biolog-
ical/radiological weapons effects, emerging AT/FP technology, explosive ordnance disposal, Information
Operations (10), special warfare, or other specialties as determined by the commander or directed by HQ
AFMC/SF. Regardless of team composition, the team must have expertise in these areas: (1) Physical
Security, (2) Structural Engineering (Weapons Effect Specialist), (3) Operational Readiness, (4) Law
Enforcement and Security Force Operations, (5) Infrastructure Engineering, and (6) Counterintelligence/
Intelligence.

3.7.4. Commanders shall use intelligence (to include terrorist, criminal and other potential threats, as well
as the security environment of the local area) as a tool in developing/updating plans and programs to pro-
tect assets within their installation or site.

3.8.2.2. Installation/Site Commanders shall task the appropriate intelligence/counterintelligence organi-

zations under their command to collect, analyze, and disseminate terrorist threat information as appropri-
ate. Commanders at all levels shall ensure personnel under their command properly report information on
events, or situations that could pose a threat to the security of DoD personnel and resources.
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3.9.3. Installation/Site Commanders shall ensure terrorist threat assessments for their area of responsib
ity are incorporated in the risk assessment development process and included in appropriate plans.

3.10.3. The Installation/Site commander will develop a formal charter outlining the purpose, roles and
responsibilities of the force protection working group (FPWG).

3.11.1. (Added) The THREATCON development process will incorporate the procedures outlined in
paragraph 3.12.2 as supplemented.

3.12.2. Installation/Site Commanders decide when to go to higher THREATCONS based on local condi-
tions. Downward directed THREATCON changes for AFMC units will come from or through AFMC/
CC. Tenants on AFMC bases should coordinate owning MAJCOM/Service THREATCON changes and
seek concurrence from the host prior to implementing the THREATCON. Installation Commanders will
consider the request, determine local threats, and make a base-wide determination. In those instanc
where local threats are absent, commanders will seek clarification from AFMC prior to increasing
THREATCONS. There should only be one THREATCON on AFMC bases with final determination by
the installation/site commander.

3.12.3. After action reports, containing comprehensive discussion of lessons learned will be forwarded tc
HQ AFMC/SF within 30 days of a reported terrorist threat or terrorist incident.

3.13.1.2. Installation plans will include the verbatim DoD measures listed in Attachment 3 augmented
with local measures.

3.13.1.3. Commanders at all levels shall establish local measures to transition between THREATCONS.

3.13.1.4. Installations will develop and implement local Random Antiterrorism Measures (RAMs). To
be effective, RAMs need to be utilized in THREATCONs Normal to Bravo. As a minimum, utilize the
RAMSs contained within AFI 31-210, Attachment 3. Fifty-one security measures are listed for THREAT-
CON Alpha through Delta with one measure in each THREATCON, with the exception of Bravo which
has two, to be determined. Locally devised measures above and beyond THREATCON Charlie may be
used. RAM execution will be broad based and involve a variety of career fields and personnel. Locally
developed measures will follow the format provided in AFI 31-210, Attachment 3. In other words, list the
DoD measure and supplement with additional local measures. For example: AFI 31-210, Attachment 3
paragraph A3.2.2.1 depicts DoD Measure 1. Paragraphs A3.2.2.1.1 and A3.2.2.1.2 are Air Force adde
supplemental measures.

3.14.2. The Security Force Commander is the OPR for conducting physical security vulnerability assess
ments within AFMC. Include off-site activities (outside-the-fence) as part of the assessment. Conduct
assessments every two years or when significant changes occur. Units with nuclear missions will updat
their physical security vulnerability assessment etwelve month. Initial Standard 14 assessments

will be completed by December 2000 with the respective two and one year cycle starting thereafter. As ¢
minimum, assessment team composition shall include Security Forces (lead), AFOSI, Civil Engineering,
Intelligence, Medical and Communications. A qualified representative from the Wing Information Pro-
tection Office will conduct the communications portion of the physical security vulnerability assessment.
Results of the Information Protection Assessment Program review conducted IAW AFI 33-230 will sup-
plement the physical security vulnerability assessment. Use the JSIVA checklist, the checklist provided
as an attachment to DoD 0-2000.12-H, Feb 93 and AFOSI Pamphlet 71-123, to accomplish the asses:
ments. Classify assessment vulnerability reports pursuant to the JSIVA Security Classification Guide, 1
Sept 97. Forward a courtesy copy of the completed DoD Standard 14 assessment to HQ AFMC/SF withir
90 days after the assessment.
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3.15.3. Plansmustinclude tenart adivities ad/or DoD elemerts ard persand for whom the com-
mander has fae protection rgponsibility. Where there ae multiple commandauthoritieson the instal-
lation, the designated install ation/site commander is resnside for coordinating the physical security
plans for dl units on the instadtion. Review these prgram plans on a semi-anual basis or when te
local threatevel changes.

3.16.1. Local commad authorities will exercise al portions & their AT/FP plans emi-annually. Exer-
cises shall involve local off-base gencies to the greagst extent possible, aml encompass dutyand
non-duty hours. Exerdses shdlinclude al tenant actvities am/or DoD elemeris ard personnd for
whom the commander has force protectigesponsibility.

3.17.2. Commandershall routinely (o when the Teworist Threat Level changs) review theeffective-
ness bday-taday phyical security measuresider the existing HREATCON posture. As a mininum,
consideraccess control, patternof popuation concentrationsor bot work andsocial purposs, arml sen-
gtive areas that mg be lucrativetargets for terrgists ard criminals.

3.18.2. Commandershall ersure all Dd personneéssignel who live in off-installation housig receive
the following guidance for sekeding private esidences to mtigate risk of terrorist attack. A Housing
Office, if availabg, should ke the installation/s& commander'sxecutiveagent to esure guidaneis pro-
vided.

Off-Installation Housing Checklist
Off-Installation Housing Considerations:

1. Give preference to sdences that maxinnze safety andsecurity while minimizing the ned for
security upgrads.

. For single family resideres, peferenes should be gien to thase with a perimetebarrier, such
asawall or fen@ that ceters access tahe property.

3. Preference shoulddgiven b residerces with off street peking, and idealy securedn
some manner.

4. Entrance areas and apaent hallwaysshould beilluminated.

5. Entranceshould have a substantial doo

6. Each entrance should hawa capability to permi the occupanto identfy visitors wihout
opening tle door.

7. Each entranceshoud have a dadbdt lock. A doublecylinder lock should be ued if placed
within 40 inchesof a dassside Ight a doa window; fire safety rules shoud be considered when
installing this type @ lock.

8. Accessible window/openig should havealatching orlocking mechanism.

Critical and High Threat Level Areas will alsoinclude the following
(optional at lower threatlevek):

1. Residenceshavingmultiple accss routesto aterial roads shoudl be givenpreference.

2. Groundsadjacentad the buildingfaAadeand all entrane areasand apartment hallways shdude
illuminated.

N
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3. Giills deemedhdequate fo local conditions are requed on all acessible ground floa windows/
openings whre pattens of violence commonlysed faced entry. Existing windowdsrierssuch
asroll-down orhinged shutters or alarme openingscan preclud the need for grils.

4. Grilled residencesbove tle fourth floor requie a seconday means of scape.
Residencesshould te alarmed b protect accssible window/openings adoors.

6. Asafe havershould be coadered where the threat includearéed enty into residences accom-
panied by physa harmto an occupari residerces abovehefirst floor are excluded.

o

3.19.3. Results of this evaluation must be documendeand maintained on file faeview by highe head-
guaters assessment dficials pursuant@ DoD Standard 6.

3.19.3.1. (Added) AFMC assignedforces lacaed within or transiting geographical CINC AORs will
comply with that CINC'sestablishedrequirementsand guidance goveimg off-installatian billeting.

3.20.2. Refer b the InterimDepartnent of Defense Antiterrorism/Force Prection Construction Stan-
dard.

3.202.1.(Added) Theinstallation/siteSF may convene thEPWG to seek additional expest from this
forum in the review and coordination of new @nstruction projects and existing building rehabilitation
plans.

3.21.2. These inputs shall be ed to determine if facilies/sites, eithe currently ocupied or under con-
sideration for occugncy by DoD personnel,can adequately proté@ccupants agashterraist attacls.

3.22.2. Persongonductirg environmental asments wil be ully qualified bioenvironmehengireers
(43E3 and/or Public Halth Officers (43H3).

3.23.4 Installation plaement d the AT/FP Cificer and alternatet AFMC field activities is at the com-
mander'gliscretion; howeer, commancers should comsider collocatirg the AT/FP Oficer ard alternate
with force protection or program protection personnelénsure effective implementati@ross organi-
zational ad functiona lines. In acordarce with the HQ AF/XOF approved unégtructure the Installation
Security Sectio (ISS) combines what was fimerly the physical security, resource potection,and anti-
terorism staff functions into aingle section under the force protdon operations branch. The pen
appointed may be anfafer, NCO, DoD civiian, orfor those istallation/sites with contractedesurity, a
DoD contractor. Graglcriteria for the ATFP Officer andalternat should generally target military2'3,
E-6, orDoD civilian GS9. The nstallatior/site commander based on misson need may waive target
grades. Once the AT/FP Officer and altemate have been designated, forward a courtesy copy of the
appointmenletter containinghe person's nameSSN,security clearance, duty phone numband e-mail
address t61Q AFMC/SF. Updateappoirtmert lettersas changes occur.

3.23.4.1. (Added)Commandes ake strongly encouragkto qualify individuals m writing who hae expe-
rience, edwation, trainng, etcto serve as their A/FP Oficer andalternate, and exempt thenof Level
Il training. Those appointed stallation AT/FP Oficers urable to be quatied by the cormande should
attend Levell training within 90 days of appointment.

3.23.5. Installation Commandersust budget for taining to meet theiLevel Il training requirement to
ensure propa coverage of overseas daploymens. AFMC/SF will only fund Level Il training for the
installation AT/FP Officer and alternate.

3.24.81. Commanders shall develop written procedurés ensue proof of Level | training igat of the
TDY orderleave authenticatingrpcess. Pesonnel, b includefamily membes, who have not completed
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Level | AT/FP training with special emphads an AOR-ecific threa and medicd threas will not be
issted orders fo overseas travel (deployed, PCS, TDY leave). The Joint Staff Guide5260 isavailable
via GCCS on the J-34Combating Terrorism web site http://nmcc20a.nmcc.smi.mil/dj3cleg/
j34pubsdos/j34/pulbsdoc.html. Local reproductionis authorized.

3.24.8.1.1. (Added) AFMC organizatiomust corsider AT/FP training for contractors where ¢ge per-
sonnel are gmarently assigred or perform temporary duty oversss. Contracting documenshall direct
the ontractor to conduct and document Level | Antiterrorism Awareness Traning for these personrel
prior to departue for oversastravel. DoDD 2000.12 Antiterrorism/Force Prdection (AT/FP) Progam,
and theDefenseFederal Acqusition Regulation Supplement, DFARS 252.225-7042/7048ects aur-
rent DoD AT/FP guidanceor defense contractors.

3.248.4. Commanders ahdirectorate heads must ensther pesonnd recive annwal force protection
training. Annual force potection traning is &complished in the workplace by unit trainers. The HQ
AFMC AT/FP Awaremssbriefing and the vide "You May Be the Target" are tools wsl to condutthe
amual awarenress training. Use this IPaddiess http://dod magery.afis.osl.mil to order the video “You
May BetheTarget.” Documen AT/FP awarenesgaining in thesamemanner asther ancillary training.
Training documentation is supject for review during vulnerability assessens conducted pursuant to
DoD Standard$ and 14.

3.24.9. Units needingd-evel Il training wil schedule therequirement wih HQ AFMC/SFXR. Personnel

selected b attend the_evel 1l course nust be prioritized &s follows: (1) installation AT/FP Officer and

altemate, (2) key leadership assigned © UTCs, and(3) other specialtiesn theinstallation key  success-

ful UTC deployment, i.e.,combat logistics, communications, prime beef, medical personnel and other

unique teara Submit prigitized Level Il training requestsd HQ AFMC/SFXR undemwing commander
or equivalent signatureRequestsnust inclue full name, rank/gradeSSN, gcurity clearanceand duty
phone o facilitate orders preparation.

3.24.12.All AFMC military, civilian,and contractor personinge resposable for understanding the AT/
FP concept ad the terorist threat® AFMC personnel and facilitis. Each person mustapply this unér-
standing daily whenatrying out d his or her asgned duties. Unit artérrorism awarenss training jpo-
grams must be designed toster a continuing apgeciation d the impatance & AT/FP in this command.

3.253. Procedues will prohibit theissuance 6 ordesfor overseastravel(deployed, PCS, TDY or leave)
for tho® personnel who have not received Level | &P training wih special emphsis on ACR-specific
threat and medicathreas.

3.26.2 The FPSG, based on threat infonation provided by AFOSI (1 IR), will recommend to AFMC/
CC for appoval those positions thahould be considred highrisk billets.

3.264. Exeutive officers, executive secretariesand othersresponsiblefor accomplishing itineriesfor
general fficersand DAF civiian equivalents are sponsible fo marking tavel itinerariesfor dficial use
only (FOWO) or classifying the itherares confidential when required. The itherary chssified by line
shall read:

Derived From: AFI 31-210, 1 Aug 99
Declassify On: On completion of Trip

3.28.3. As apart of the respnse plan,commanders ae encouraged to develop a sé of recognizable
alams for potential emergencie Each alan should have its own set ofreactiors, ameans b immedi-
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ately sound the alarm, and commanders should conduct frequent drills to familiarize all personnel with
individual responsibilities during a potential emergency.

3.29.2. Installation/Site Commanders may need to include special security arrangements to protect Dol
personnel and their family members living off base. Close coordination with other U.S. Government

agencies and local authorities is essential to ensure effective allocation of security resources and protes
tion of DoD personnel.

3.30.3. Installation/Site Commanders shall consult with their servicing AFOSI detachment if executive
protection and protective services are needed.

3.31.1. Installation/site commanders shall task the appropriate intelligence/counterintelligence organiza-
tion under their command to collect, analyze, and disseminate terrorist threat information pertaining to the
potential terrorist use of WMD. Commanders at all levels shall ensure personnel under their commanc
properly report information on events, or situations that could pose a threat to the security of DoD person:-
nel and resources.

3.32.1. As a minimum, assessments should include information from intelligence, logistics, medical,
physical security, facility engineering, meteorological, explosive ordnance disposal, and NBC staff ele-
ments. The entire range of potential terrorist weapons of mass destruction (WMD) use should be consid
ered when conducting assessments. Threats from commercial chemical, biological, nuclear, anc
radiological sources should be included as well as traditional military agents. Examples of vulnerabilities
include: (1) Individual protective clothing and equipment, (2) Collective protection equipment and facil-
ities, (3) Medical response and emergency services capability, (4) Training of personnel, (5) Physical
security and protective barriers, (6) Facility design and construction, (7) Early warning and detection, (8)
Alarms and attack warning, (9) Threat intelligence, (10) Preventive medicine and vaccination programs,
(11) Sustainment operations and follow on support, (12) Storage of bulk hazardous material, (13) Explo-
sive ordnance disposal response capability/availability and (14) Food and water sources.

3.33.2.1. Report will be sent to HQ AFMC/SFO who will in turn pass the information to AFSFC/SFP.

3.33.2.7. (Added) As a part of the overall installation/site AT/FP plan, commanders should address the
WMD threat and exercise the WMD part of the plan to determine its effectiveness in mitigating the effects
of an attack. In addition to providing crisis action and consequence management procedures, plannin
should include pre-attack measures and consideration for collateral damage a WMD may have on adja
cent facilities and surrounding communities. Plans should provide sufficient detail to permit organiza-

tions to rapidly recognize and respond to any terrorist event using WMD. Attachment 6 provides

additional crisis action planning considerations that should be included in addressing terrorist use of
WMD.

3.33.2.8. (Added) Force Protection Performance Measures (FPPMs). The Air Staff Security Forces/
Force Protection Division will develop, implement, track, and report the status of the Air Force’s Force
Protection Program (AF FPP). The purpose of the FPPMs is to mark milestones in the program, and a
markers are met, FP measures will be discontinued and new ones established as needed. HQ USA
XOFP will identify measures to be reported by message to the MAJCOM semi-annually during October
and April. HQ AFMC/SF will provide the FPPMs to the installation AT/FP Officer prior to the data call.
The installation AT/FP Officer will collect and compile the information required by the FPPM and pro-
vide it to HQ AFMC/SF by the 15th day of the reporting month.
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Attachment 1
GLOSSARY OF REFERENCES AND SUPPORTING INFORMATION

References

DoDD 5200.39 Security, Intelligence, and Counterintelligence Support to Acquisition Program Protec-
tion

AFRJI 31-102, Physical Security

AFI 10-1011,0Operations Security

Interim Department of Defense Antiterrorism/Force Protection Construction Standard

DTRA, Joint Staff Integrated Vulnerability Assessment Program Security Classification Guide, 1 Sept 97
Chem-bio Handbook Janes

AFSFC/SFP CD ROM Antiterrorism Reference Library

AFSFC/SFP CD ROM Explosive Recognition 1 and 2

Terms

AT Awareness,—Fundamental knowledge of the terrorist threat and measures to reduce personal
vulnerability to terrorism. (Joint Pub 1-02)

AT Resident Training,—Formal classroom instruction in designated DoD courses that provide
specialized instruction on specific combating terrorism topics; i.e., personal protection, terrorism
analysis, regional interest, and AT/FP planning. (DoD Directive 2000.12)

DoD Civilian Work Force,—U.S. citizens or foreign nationals working for the Department of Defense,
paid from appropriated or nonappropriated funds under permanent or temporary appointment. This
includes employees filling full-time, part-time, intermittent, or on-call positions. Specifically excluded
are all Government contractor employees. Contingency and emergency planning for contractor
employees is covered by DoD Instructions 3020.37 and 1400.32)

Defense Contractor,—Any individual, firm, corporation, partnership, association, or other legal
non-Federal entity that enters into a contract directly with the Department of Defense to furnish services,
supplies, or both, including construction. Thus, Defense contractors may include U.S. nationals, local
citizens, or third country nationals. Defense contractors do not include foreign governments or
representatives of foreign governments that are engaged in selling to the Department of Defense or a DoD
component or foreign corporations wholly-owned by foreign governments. (DoD Directive 2000.12)

DoD-Designated High Physical Threat Countries,-Countries determined to be of significant terrorist
threat to DoD travelers, as designated by the ASD(SO/LIC), in coordination with the Assistant Secretary
of Defense for International Security Affairs (ASD(ISA)) and the Assistant Secretary of Defense for
International Security Policy (ASD(ISP)). DoD Directive 2000.12)

Domestic Terrorism,—Terrorism perpetrated by the citizens of one country against fellow countrymen.
This includes acts against citizens of a second country when they are in the host country, and not the
principal or intended target. (DoD Directive 2000.12)

Family Member,—"Dependent,” as defined in 10 U.S.C., spouse; unmarried widow; unmarried
widower; unmarried legitimate child, including adopted child or stepchild (over 18 but under 21),
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incapable of self support or under 23 and enrolled in a full-time institution. (Section 1072(2) of title 10,
United States Code)

Military Service,—A branch of the Armed Forces of the United States, established by act of Congress, in
which persons are appointed, enlisted, or inducted for military service, and which operates and is
administered within a Military or Executive Department. The Military Services are the United States
Army, United States Navy, United States Air Force, United States Marine Corps, and the United States
Coast Guard. (Joint Pub 1-02)

No Double Standard Policy,~Commanders may immediately disseminate to DoD personnel and
facilities information on specific terrorist threats directed against DoD personnel and facilities. However,
it is the policy of the United States Government that no double standard regarding availability of
information will exist. Official Americans cannot benefit from receipt of information that might equally
apply to the public, but is not available to the public. Responsibility for the release of threat information
to the public in CONUS remains with the FBI and overseas with the Department of State. Threats
directed against or affecting the American public, or against events/locales visited/utilized by the
American public, will be coordinated with the FBI or DOS, as appropriate, prior to release. This policy
applies only when the information available is sufficient for DoD activities to conclude that an act of
terrorism will occur and to predict, with reasonable accuracy, the time, place, mode of the attack, and, if
possible, the perpetrators. When such specificity exists, but it is impossible to determine that only
Government targets might be affected, it is DoD policy that the reporting entity unilaterally disseminating
the information will include both DoS and the AMEMBASSY or AMEMBASSIES concerned, on the
message correspondence. The "No Double Standard” requirement for commanders at all levels is simple
keep either the American Embassy or the local office of the FBI informed of your threat levels and threat
conditions. This can be accomplished through direct liaison if authorized or through the CINC via the
chain of command. (DoD Directive 2000.12)

Overseas Security Advisory Council (OSAC),-OSAC was established by the Department of State in
1985 to foster the exchange of information between American companies with overseas operations an
the U.S. Government. Government and business representatives have joined to use OSAC as a forum
produce a series of publications providing guidance, suggestions, and planning techniques on a variety ¢
security-related issues, including terrorism.
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Attachment 6 (ADDED AFMC)
WMD CRISIS ACTION PLANNING CONSIDERATIONS

A6.1. Commander's estimate of the potential use of WMLThis forms the basis for all facts and
assumptions that drive the planning and preparation for any use of WMD by potential threat organiza-
tions. As such, the commander's estimate is the cornerstone of any successful program and must be
reviewed frequently to incorporate any new or emerging threat.

A6.2. Type/number of threats:Accurate identification of the WMD threats posed by terrorist organiza-

tions provide a mechanism to determine the resources needed to counter the threat and respond effectively
if they are used. Planners should also factor in the magnitude and diversity of the threats throughout an
AOR.

A6.3. Most likely/most vulnerable targets:Most organizations can't provide total protection for all
personnel and facilities in their AOR. However, identification of the most likely and vulnerable targets
enables more detailed planning, which then drives responsible organizations to improve security mea-
sures. Further, responsible organizations can take measures to improve the security for these areas.

A6.4. Target Value Analysis:Certain areas pose different challenges from those above due to their spe-
cific value to terrorists. These targets may not be mission related or of high military value, but their value
to terrorists may be very high. High use areas, such as shopping facilities or office complexes, have inher-
ent problems with access control and usually have large concentrations of unprotected personnel present.
Special analysis and planning should be done to help reduce the vulnerability of these type areas. This
analysis must be conducted by fusing all available sources of information on the terrorist organizations.

A6.5. Coordination with local authorities: Coordination with local authorities is essential when plan-
ning for terrorist WMD use. It is likely that an attack on either the DoD facility or the local civilian pop-
ulace will affect both communities. Dispersion of the agent affects by environmental factors (wind,
water, or animals) can quickly spread to surrounding areas. Thorough coordination between DoD organi-
zations and local officials provides a means to improve the response time and offers the opportunity to
share critical resources needed to mitigate the effects of an attack.

A6.6. Attack recognition and agent characterizationUnless prior warning is obtained of an impend-

ing attack, most organizations will not have automatic detection devices and alarms in operation. Attack
recognition may come only when symptoms first appear in exposed personnel. Agent identification will
probably be done by first responders or medical personnel. Planning must address this potential vulnera-
bility and incorporate procedures that minimize the delay from attack initiation until detection.

A6.7. Warning systemsBecause WMD attacks can cover large areas, timely warning can reduce the
number of personnel who would otherwise be exposed to agent effects. A combination of outdoor warn-
ing sirens, telephonic notification, and broadcast announcements provide redundant warning systems that
will reach a large portion of the population. Special consideration should be given to unique populations,
such as the visually or hearing impaired, to ensure effective warning systems are in place to provide for
their safety.

A6.8. Response levelDifferent agents require different responses. Plans should include details on the
appropriate response for the agents identified in the commander's assessment and the equipment neede
to implement that level of response.

A6.9. Hazardous Material Response TeamFederal, state and local regulations have specific require-
ments for personnel responding to hazardous material and substances. Commanders must be aware o
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these requirements and emergency responders must have the equipment and training necessary to prot
themselves, treat casualties and decontaminate the site. Planning should include adequate time air
resources to ensure response teams have the appropriate equipment and level of training.

A6.10. Reporting proceduresBecause of the sensitivity of terrorist use of WMD, many agencies
require formatted reports on the nature of the event. Plans should include preformatted templates fo
reporting requirements; message addresses and phone numbers for the agencies and commands that n
be notified. Communications can rapidly overload available communications means during a crisis.
Brevity codes, established crisis action communication procedures and predetermined local reporting
requirements will all assist in the management of a crisis by providing timely and accurate information to
the emergency operations center.

A6.11. Crisis action team responsibilitiesEmergency operations centers normally have only a small
staff on duty and will require immediate augmentation when an attack occurs. Staff elements should be
fully trained and prepared to implement the appropriate plan to reduce the effects of the WMD attack. It
may be necessary to operate in protective equipment during the initial states of the crisis. Training on the
use of protective equipment and their specific duties as part of the emergency operations center stal
should be regularly exercised to maintain proficiency in crisis action responsibilities.

A6.12. First responder responsibilitiesFirst responders will be called on to perform many critical

functions during a WMD attack. Law enforcement, fire, medical, explosive ordnance disposal and facil-
ity engineer teams will usually be some of the first organizations to react to an event. Careful planning
and training is needed to address the special needs of these groups. The actions they take during the init
stages of an event will have a very important impact on the consequence management steps that follow.

A6.13. Medical support, treatment and transportation requirements:Prior coordination with state

and local medical facilities is necessary to ensure medical plans include procedures to treat and care fc
contaminated or infected personnel. Personnel who treat contaminated casualties or handle contaminat
remains require special training. Medical facilities should have areas designated to treat and segregal
contaminated patients. Preventive medicine specialists and pathologists need to have a database of na
rally occurring diseases and procedures to quickly assess and identify suspicious illnesses and diseast
Antidotes and treatments for potential agents from commercial or industrial sources should be considere
in the casualty management plan. Contaminated patient transport and contamination control measure
should be incorporated into litter and ambulance operations.

A6.14. Temporary Shelters, Evacuation routes and care centerThere will always be a requirement

to clear an area and provide orderly evacuation to safe areas when WMD is used. Temporary shelter:
evacuation routes, and care centers should be identified during the planning process. Commanders shou
identify facilities for potential use in defense against chemical, radiological, and biological agents. Exist-
ing facilities may be suitable for adaptation as temporary shelters/toxic-free areas, since sufficient collec-
tive protection resources may be inadequate. Law enforcement and security personnel need to determir
traffic control points to facilitate evacuation and prevent personnel from entering potentially contami-
nated areas. Copies of the routes and locations of care centers should be available to installation worke
and residents.

A6.15. Public affairs: The demand for information from the public and the media will be intense at the

onset of an event. Public affairs planning should include background information on the potential agents
and materials that pose a threat. Basic information on the properties, effects, treatment, duration, an
decontamination of likely threat agents should be included in the public affairs reference materials
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brought to the emergency operations center and joint information center. Rapid and accurate information
on the hazard during the early stages of an event will assist in protecting civilians from the hazard and fos-
ter confidence in DoD's ability to safely manage the crisis.

A6.16. Crime scene procedures for agent materiaTerrorist use of any WMD material is a criminal

act. Local plans should include procedures to control a crime scene in a contaminated environment and
provide for the recovery of evidence that may be hazardous. For domestic events, the FBI will be respon-
sible for investigating the criminal incident. Law enforcement and security plans should provide proce-
dures to facilitate the transition of responsibility when FBI arrives on site.

A6.17. Follow-on assistanceAny WMD event will generate the requirements for some form of external
support or assistance. Plans should determine the type, amount and time frame for follow-on assistance.
The logistics of managing a large contingent of external support organizations has the potential of over-
whelming the ability of the local commander to control its effective employment.

A6.18. Hazard prediction: When an event occurs, there is an immediate need to predict the size of the
potential hazard zone. Reports from first responders will contain the location of the incident site; but the
initial estimate of the hazard area should be made by emergency operations center personnel. Procedures
should be incorporated into emergency operations centers that allow for a quick initial hazard prediction
and methods for its rapid dissemination. Detailed predictions can be made when more information is pro-
vided on the agent type and dissemination means.

A6.19. Meteorological support:As indicated above, hazard prediction must be done quickly. Current
and reliable weather data is critical to providing accurate hazard predictions. Updated weather data
should be routinely provided to emergency operations centers so that it is available at the onset of an
event. Organizations providing data should be part of the planning process so they can develop weather
products that support hazard prediction models or programs.

A6.20. Contamination control: Containing and limiting the spread of contamination is essential in
reducing the effects of a WMD attack. Procedures for personnel responding to the attack site should
include methods that minimize their direct contact with contaminated material. Work crews should use
sumps to collect runoff from decontamination operations. Access into the site should be through desig-
nated points and along designated routes.

A6.21. Decontamination and hot line operationsDecontamination procedures should be developed
using the resources locally available. Decontaminating exposed personnel, first responders, and site work
teams requires the rapid establishment of a decontamination site. Plans should consider the requirement
to maintain decontamination operations for extended periods and the potentially large personnel and
logistics need generated to support this type of operation.

A6.22. Sampling and analysisSampling will be required at the attack site and in the predicted hazard
areas to establish the presence or absence of contamination. Plans should include procedures to determing
sampling requirements and protocols for the collection of agent material. Analysis may be done locally at
the onset of an attack, buy may be shipped off-site for confirmation or for detailed analysis if local facili-
ties cannot identify the material.

A6.23. Monitoring operations: Monitoring plans should include procedures to employ detection equip-
ment to known or suspected hazard locations. Detection equipment intended for military tactical level
employment may not detect agent concentrations that are considered hazardous by the EPA, Occupational
Safety and Health Administration and the Nuclear Regulatory Agency. Environmental and safety plan-
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ners must be aware of thazarcous material expsure limits of civilian populations and undetand the
limitationsof usng military equipmento detemine when eeas areconsideredreeof contamination.

A6.24. Reentry andemediation operatios.  Preliminary gaming shaild address ke considerations
for these operationsReentry includes actionsequirel to pernit personneld safely enter an aredollow-
ing an d@tack. Remediation includesactionsto remove all contamination from the siteand restore te
environment to its original conditionBoth of these procesescan potentiallytake seeral days to weeks
to complete.Externad support will probably be need toensure thee tasks ae properlyaccomplished.

A6.25. Training Training programs sfould provide a conprehensive approach to meding the nesds

identified in mitigation effots. Actionsrequired to reducehe vulneability to attack and torespond as
theresult of aterrorist WMD incident involve many dfferenttasks andevels d training. Ata minimum,

training programs should include ndividud, first resporder, functiond response tam, and emermercy

operatonscente training.

HUBERT G. MITCHELL. Colonel, USAF
Director, Security Forces



